1SO 27001

ISO 27001 is a globally recognized standard for information security management systems (ISMS)
developed by the International Organization for Standardization (ISO).

ISO 27001 is part of a set of standards developed to handle information security: ISO 27001 provides
a framework to help organizations, of any size or any industry, to protect their information in a
systematic and cost-effective way, through the adoption of an Information Security Management
System (ISMS).

So why ISO 27001?

ISO 27001 signals a commitment to top-tier information security, giving organizations a competitive
edge.

ISO 27001 implementation demonstrates dedication to safeguarding information for customers,
partners, and stakeholders.

ISO 27001 enjoys broad recognition among regulatory bodies, aiding compliance with information
security regulations.

ISO 27001's central aim is to prevent costly security incidents, offering substantial cost savings to
organizations.

Stages of Implementation:

1. Defining Scope:
e In this stage, we pinpoint what's crucial for the organization's operations and needs protection,
like processes, assets, data, systems, or facilities.
e The scope sets the boundaries of the ISMS, covering both the physical and digital aspects of
information systems, storage locations, and authorized users
e Legal and regulatory requirements related to information security are clearly outlined within
the scope, including laws, regulations, and contractual obligations.

e The scope also specifies any excluded information assets or processes not covered by the ISMS,
often due to third-party management or non-criticality to the organization.

2. Current State Analysis:
e Current State Analysis helps organizations assess their existing information security status and
find areas for enhancement.
e |t reviews the current controls in use, covering technical, physical, and administrative aspects.
e By analyzing these controls, we pinpoint weaknesses and gaps in information security, which
might involve insufficient, ineffective, or absent controls.

3. Control Mapping:

e Begins by examining the ISO 27001 standard and listing its included controls.

e Next, identify the controls that match the organization's unique information security
requirements. This involves assessing the current security status and finding any gaps or
areas requiring additional controls.

e Align the standard's controls with the organization's specific needs.

4., Gap Assessment:




The assessment includes a review of the organization's information security policies and
procedures to ensure they meet the requirements of the standard.

The gap assessment includes identifying any gaps in the organization's existing controls and
identify any additional controls that may be required to meet the requirements of the

standard.

By conducting a gap assessment, an organization can identify areas where it needs to
improve its information security practices to meet the requirements of ISO 27001.

5. Risk Analysis:

Risk analysis involves identifying assets, threats, vulnerabilities, and potential impacts to the
organization.
Once the risks are identified, the likelihood and potential impact of each identified risk will be
documented.
After the risks are identified, they will be evaluated to determine the level of risk and the
appropriate risk treatment strategy
The next step is to develop a risk treatment plan, which outlines the controls and measures
that will be put in place to mitigate or manage the identified risks. This may involve
implementing technical controls, administrative controls, or other measures.

6. Control Implementation:

The controls are selected to implement in order to manage the identified risks.

Once the controls are selected, an implementation plan will be developed that outlines how
they will be implemented. This includes identifying the resources required, assigning
responsibilities, and establishing timelines for implementation.

Later the selected controls will be implemented. This may involve implementing technical
controls such as firewalls, encryption, or access controls, as well as administrative controls
such as policies, procedures, and training.

Documentation will be maintained to support the implementation of the selected controls.
(Includes policies, procedures etc..)

After controls are implemented, they will be tested to ensure that they are working
effectively by conducting audits.

7. Internal Audit:

It involves conducting regular audits of the information security management system (ISMS)
to ensure that it remains effective and is meeting the organization's needs.

Internal Audits are conducted to review the documentation, observe the processes, and
interview the personnel to determine the effectiveness of the ISMS controls.

Once the audit is conducted, a report will be prepared that documents the findings of the
audit. This report includes any deficiencies or nonconformities identified during the audit, as
well as recommendations for improvement.

Once the audit report is issued, the organization must take corrective action to address any
deficiencies or nonconformities identified during the audit. This may involve implementing
new controls, updating policies and procedures, or providing training to personnel.

8. External Audit:




e The external audit stage is the final stage of the ISO 27001 engagement, and it involves a

third-party auditor from Certification Body conducting an audit of the organization's
information security management system (ISMS).
e The audit will include reviewing documentation, observing processes, and interviewing

personnel to ensure that the ISMS is effective and meets the requirements of the ISO 27001

standard.
e After the audit, the certification body will prepare an audit report that documents the

findings of the audit. This report will include any nonconformities or deficiencies identified

during the audit, as well as recommendations for improvement.

e If any nonconformities or deficiencies are identified during the audit, the organization must

take corrective action to address them. This may involve implementing new controls,
updating policies and procedures, or providing training to personnel.

e Once the corrective actions are taken and verified by the certification body, the organization
will be issued a certificate of conformity to the ISO 27001 standard. This certificate is valid for

three years, after which the organization must undergo a recertification audit.

Required Documentation Templates:

ISMS Policy_v0.1

ISMS Manual_v1.0

Acceptable Usage Policy v1.0

Backup and Restore Policy v1.0

Change management procedure_v1.0

Logging and Monitoring Policy_v1.0

Risk Assessment and Treatment Methodology v1.0

Supplier Security Policy v1.0

Acquisition, Development and Maintenance of Information Systems Policy v1.0

BYOD Policy_v1.0

Business Continuity Plan_v1.0

Change Management Policy_v1.0

Compliance Policy v1.0

Control against Malware Policy_v1.0

Cryptographic Controls policy v1.0

Data Retention and Disposal Policy v1.0

Incident Management Procedure_v1.0

Information Security Reviews_v1.0

Information Transfer Policy_v1.0

Internal Audit Policy v1.0

Organization of Information security_v1.0

Human Resource Security_v1.0

Information Asset Management Policy v1.0

Access Control Policy v1.0

Technical Vulnerability Management Policy_v1.0

Third Party Supplier Security Policy_v1.0

Mobile Device Policy v1.0




Required Supporting Document Templates:

Needs and Expectations Register

Audit Schedule register

Internal Audit Report

Asset Inventory

Outsourced Process Register

Contractual Compliance Register

Swot Analysis

Authorities and Special Interest Group Contact Register

Change Management Log

ISMS Objectives

Statutory and Regulatory Compliance Register

Risk Register

Statement of Applicability

Vendor Risk Assessment

Vendor Security Questionnaire

Vendor Performance Evaluation form

Change Request Form

Incident Report Form

Skill Matrix

Tips to help organizations achieve and maintain this internationally recognized information
security standard:

1.

Ensure that senior management is fully supportive of the 1SO 27001 implementation and
understands its significance.

Conduct a thorough risk assessment to identify vulnerabilities and potential threats. Develop
and implement risk management strategies to mitigate these risks effectively.

Define clear objectives and scope for your ISO 27001 implementation. Make sure everyone
understands what the standard aims to achieve.

Develop well-structured and detailed documentation for policies, procedures, and guidelines
related to information security. Keep this documentation up-to-date and easily accessible.
Educate and involve employees at all levels. Regularly train them about security policies,
practices, and their roles in maintaining information security.

Create an inventory of all information assets, including hardware, software, data, and
personnel. This helps in assessing risks and managing security measures effectively.
Implement strong access controls to ensure that only authorized personnel can access
sensitive information. This includes role-based access, strong passwords, and multi-factor
authentication.

Conduct regular security audits and assessments to identify any potential vulnerabilities or
areas for improvement.

Develop a comprehensive incident response plan to address security breaches effectively
and minimize potential damage.




10. Provide ongoing training to employees to keep them updated about emerging threats and
best practices in information security.

11. Information security is an ongoing process. Continuously monitor, evaluate, and improve
your security measures based on changing threats and technologies.




